
As a solution to achieve the much-discussed "zero trust," SASE 

(Secure Access Service Edge) has garnered significant attention. 

Many companies are beginning to seriously consider implementing 

zero trust networks with SASE. However, the SASE market is 

crowded with numerous vendors, creating confusion over which 

SASE is best for their organization. This document introduces "5 

Selection Points to Avoid Regret When Choosing SASE" based on 

the latest information from 2023.

SASE/SSE Selection Guide
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What is Zero Trust? 2 / 17

Perimeter Security vs. Zero TrustZero Trust requires verifying all communications at all 
times. Traditional perimeter security centered on firewalls 
operate on the principle of "Trust but Verify." Once access 
within the perimeter is granted, continuous verification is 
not conducted, allowing easy access to internal data and 
resources. In contrast, Zero Trust operates on the principle 
of "Never Trust ,  A lways Ver i fy , "  requir ing expl ic i t  
verification every time a resource is accessed. Access is 
granted minimally, and even after access is granted, 
continuous verification is conducted from various angles, 
representing a strict security concept.

Perimeter Security Zerotrust

“Trust but Verify” “Never Trust, Always Verify”
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The Emergence of Optimal SASE for Zero Trust 3 / 17

Examining the current state of network security in Enterprise 
Company, they have traditionally adopted different solutions 
to control three types of communications: inter-site 
communications via WAN, remote access via VPN, and web 
communications including SaaS. However, consolidating 
internet communications to data centers can be inefficient 
and burdensome on VPN gateways, especially with the 

increase in remote work and video conferencing. Local 
breakout solutions, allowing direct internet communication 
for specific services, have become more common. SASE, 
which integrates security in a cloud-native manner, emerges 
here. By enabling uniform access control for all three types 
of  communicat ions ,  SASE can reduce operat iona l  
management costs and align well with the zero trust security 

concept. For instance, dangerous SaaS access can be 
blocked by CASB (Cloud Access Security Broker), and data 
leaks can be detected and blocked in real-time by DLP 
(Data Loss Prevention). SASE also incorporates ZTNA (Zero 
Trust Network Access) functions, enhancing secure remote 
access and realizing "VPN elimination."

Disparate corporate network security SASEs capable of centrally controlling all three types of communication

Internal resources (DC/IaaS) External resources (Web/SaaS)

Web communication
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Remote access
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SASE Unif ies Three Communications with Five Functions 4 / 17

1. SWG (Secure Web Gateway): Proxy and filtering 
functions.

2. C A SB  ( C l o u d  A c c e s s  S e c u r i t y  B r o k e r ) :  
Visualization and control of cloud service usage.

3. ZTNA (Zero Trust Network Access): Control access 
to on-premises applications.

4. FWaaS (Firewall as a Service): Controls non-web 
communications.

5. SD-WAN (Software-Defined Wide Area Network): 
Controls WAN communications.

There are solutions out there that implement these 
security and network functions separately, but these 
solutions are not consistent in their policies and are 
undoubted ly  cumbersome and ineffic ient  in  the i r  
operation and management. While it is possible to select 
the right person for the right job, it would be preferable 
t o  s e l e c t  an  env i r onmen t  t h a t  c an  be  managed  
collectively if possible.

Integrates 3 communications with 5 functions

Phase 3Phase 2Phase 1

On-premises functions Cloud migration Function integration
SASE

Secure Access Service Edge
SSE

Security Service Edge

Web Security
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Communication 
between sites（WAN）

④ZTNA

③FWaaS

②CASB

①SWG

⑤SD-WAN

④ZTNA

③FWaaS

②CASB
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How should we choose a solution to adopt the SASE 
framework and achieve a zero trust network? The 
complexity of choosing SASE lies in the integration of 
multiple functions and the entry of numerous vendors 
into the SASE market. To navigate this, several key 
points for selection are discussed.

SASE integrates comprehensive security and network 
funct ions, but in many organizat ions, network and 
security are managed separately. Considering network 
equipment upgrades, it may be challenging to consolidate 
everything under a single vendor. Hence, the approach of 
adopt ing SSE (Secur i ty Serv ice Edge) for secur i ty 
functions and integrating network functions via SD-WAN 
separately is also proposed.

Understanding the Two Approaches: 
SASE vs. SSE1

POINT

SASE = SSE + SD-WAN

⑤SD-WANService
③FWaaS

④ZTNA

②CASB

①SWG

Security

Edge
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Network

Security



ZERO TRUST

5 Points to Avoid Regret in SASE Selection （2） 6 / 17

A SASE that does not distinguish between WAN and 
remote access communications between sites and can 
be controlled by a single control plane can naturally be 
simpler to operate, and benefits in terms of licensing 
and hardware costs are easier to obtain.For example, 

Cato Networks, one of the leading SASE vendors, offers 
a  g l o b a l  b a c k b o n e  t h a t  e n a b l e s  h i g h - s p e e d  
communicat ion between overseas s i tes ,  and cost  
sav ings on in ternat iona l  leased l ines can a lso be 
expected as added value. On the other hand, we need 

to be vigilant to see the risk of vendor lock-in when we 
check the single SASE vendors.
Moreover, it is also important to make sure whether the 
secur i t y  func t i ons  who you p re fe r red  meet  your  
expectation.

SASESSE

SASE when considering centralisation of operations and cost optimisation

At homegoing to work

SD-WAN

VPN

WAN Internet

SWG CASB

At homegoing to work

SD-WAN

ZTNA

WAN Internet

SWG/CASB

SSE/SD-WAN col laborationDisparate deployments Central ised with SASE

At homegoing to work

ZTNA

Internet

SWG/CASBSD-WAN
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On the other hand, the SSE+SD-WAN approach allows for 
a vendor-independent environment, as the most suitable 
vendor can be selected on a best-of-breed basis. For 
example, a SSE vendor that is strong in CASB and DLP 
with advanced data leakage protection, such as Forcepoint 
and Skyhigh Security, and an SD-WAN solution such as 
Aruba EdgeConnect with its own WAN optimisation and 
application identification functions Free combinations can 
be achieved, such as linking them together. In terms of 
ava i lab i l i ty ,  the advantage is  that  even i f  one of  the 
services goes down, the business can continue on the 

o t h e r  p a t h .  O f  c ou r s e ,  t h e r e  a r e  a l s o  ope r a t i o n a l  
complications and cost disadvantages in terms of adopting 
two solutions, so the choice must be tailored to the needs 
of the company.If you are a company that needs to be 
a w a r e  o f  g l o b a l  g o v e r n a n c e ,  s u c h  a s  a  g l o b a l  
manufacturing company with many overseas offices, you 
shou ld  benefit  f rom a SASE w i th  s t rong network ing  
capabilities, which can be centrally managed wherever you 
have offices and reduce the cost of international leased 
lines. If the purpose of the introduction is to strengthen 
security to counter new threats such as information leaks 

and internal  fraud, another approach is to se lect the 
vendor who are strong at insider threat functions such as 
DLP, UEBA (User and Entity Behaviour Analytics) and web 
separation. The approach could be to select an SSE with 
advanced security features such as UEBA (Userand Entity 
Behaviour Analytics) and web separation. Alternatively, if a 
company's business system is closely related to its existing 
closed network, it may be possible to reduce the impact of 
t he  i n t r oduc t i on  by  choos i ng  SSE+SD-WAN,  wh i ch  
separates security and network.

SASE SSE + SD-WAN

Advantages and disadvantages of SASE and SSESSE for security SASE for networking

3.Flexibility

2.Cost

1.Operational 
management

• Free SD-WAN choice (protection 
of existing investments)· 

• Meeting high security 
requirements (data 
protection/internal fraud/web 
isolation, etc.)

• Double costs for SSE and 
SD-WAN

• Cost of maintaining existing 
WAN line costs

• Increased vendor lock-in
• Increased dependence on 

one vendor

• Reduction of various costs 
by procuring from one 
company

• Reduction in line costs due 
to internetisation

• Centralised control of 
inter-site communications.

• Integrated network and 
security operations

• Difficult to design consistent 
policies.

• Disparate security and 
network operations

SWG ZTNA SD-WAN

CASB FWaaS Overseas backbone

Data loss protection (DLP) 

Web isolation (RBI) 

Breadth of functionality

Depth of functionality

SASE

SSE

SASE

SSE More advanced ‘security functions’ (e.g. information leakage protection/insider fraud 
detection/web isolation)
Broader integration including ‘network functions’ (e.g. SD-WAN/overseas backbone)

Security Network
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Evaluating SASE/SSE solutions requires understanding 
each vendor's strengths. Historical functionality and 
recent additions can indicate stability and reliability. 
Established functions usually have rich implementation 
experience, whereas new functions might be less stable.

Evaluation Criteria: Strengths and 
Weaknesses2

POINT Different vendors have different origins and strengths

CASB
DLP SWG UEBA RBI ZTNA FWaaS

Extensive track record in SaaS 
control/data protection

Little experience in non-WEB 
communication control

Vendor A

CASB
DLPSWG UEBA RBI ZTNAFWaaS

Little track record in data 
protection yet

Extensive track record in 
SWG/FWaaS

Vendor B

Extensive track record in CASB/DLP, but FW implementation only in the last few years

Extensive experience with SWG, but CASB/DLP implementations only in the last few years

Vendor A

Vendor B
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At the same t ime,  t ry  to  organ ise the i ssues and 
requirements of your company.However, a SASE is a 
collection of function sets in which multiple functions are 
organically linked, so avoid comparisons based on single 
funct ions and take a broad v iew of the so lut ion.A 
common practice in Japan is to compare only SWGs that 
function as replacements for existing proxies. Many 
companies regret this, as they find it difficult to invest in 
the necessary environment in terms of scalability and 
licences, as well as not fulfilling the full functionality of a 
SaaS when they actually introduce the solution.Given the 
current situation where the use of cloud computing, 
including SaaS, is advancing, consideration should be 
given not only to the functions of SWG, but also to 
CASB, which can visualise and control SaaS usage, with 
empha s i s  o n  t h i s . I f  c ommun i c a t i o n  o t h e r  t h a n  
HTTP/HTTPS is to be integrated into SaaS in the future, 
FWaaS functions that can control full ports other than 
just 80 and 443 ports will also become important.In this 
sense ,  i t  i s  necessary to look at  products f rom a 
medium- to long-term perspect ive in l ine with the 
company's strategy, including future business model 
re fo rm,  ra ther  than se lec t ing  products  based on 
functionality alone, as has conventionally been done for 
on-premise systems.For example, if you want to detect 
information leaks and malicious internal fraud caused by 

inadvertent employee errors that occur via clouds such 
as Google, you should choose an SSE vendor with strong 
CASB, DLP and UEBA capabil it ies. (e.g. Forcepoint, 
Skyhigh Security).On the other hand, if you want to 

realise remote access with a fixed source IP address or 
global WAN access for high-speed connections between 
overseas bases, you should choose an SASE vendor with 
strong networking capabilities. (e.g. Cato Networks).

SASE

Compare with your company's own issues and requirements

SSE

SD-WAN

Five core
functions

Major domestic 
company A

Issues/requirements

SSE vendor with 
strong SWG/CASB 

capabilities

Global company B
Issues/requirements

SASE vendor strong in 
ZTNA/SD-WAN
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Web security
Threat detection

② CASB
SaaS control
Shadow IT visibility
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Non-Web 
communication control

④ ZTNA
Remote access

⑤ SD-WAN
Inter-site 
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We want to achieve web 
segregation for 
high-risk web

Worried about 
information leaks via the 
cloud
Want to prevent internal 
fraud by employees

Provide web 
separation

Provide a high-speed 
global backbone

○

○

○

Advanced data 
protection
Internal fraud 
detection

○

○

External 
SD-WAN linkage

Remote access with fixed 
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High cost of leased lines 
to/from overseas
Want to connect to China 
safely and securely

Fixed source IP 
address possible

◎

◎

◎

◎



The next area to focus on is the mode of delivery of the 
solut ion.Many SASE/SSE solut ions are cloud-born, 
cloud-native solutions that are provided as cloud services 
over the internet, so to speak.Therefore, if existing 
hardware appliance-based proxies and firewalls are used, 
integration costs are incurred to migrate policies to 
SASE/SSE during migration.As policies are migrated 
between different vendors, it is difficult to migrate as is, 
and reconsideration of filtering rules, etc. is required on 
a zero-based basis.On the other hand, some vendors, 
such as  Skyhigh Security, are moving towards a hybrid 
offering of both traditional hardware appliances and 
cloud-native services.Companies that have previously 
used appliance-based gateway products can synchronise 
their existing policies directly to the cloud, thereby 
reducing the man-hours required for policy migration.In 
addition, the network configuration at the time of arrival 
at work can be maintained as before, with access via the 
data centre ,  so a gradual  migrat ion p lan,  such as 
gradua l l y  mov ing towards c loud serv ices ,  can be 
considered.

ZERO TRUST

Focus on the form of solution delivery3
POINT
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Cloud-native or hybrid provisioning SASEs

Cloud-native SASE Hybrid provisioned SASE
Migration from on-premises to on-premises requires policy migration of 
existing settings
Many SASE vendors are cloud-native, so many follow this pattern.

When the same vendor as the existing equipment vendor is used
Migration man-hours are low because settings can be migrated and 
synchronised to the cloud side.

Web/SaaS

Need to design policy migration 
to different vendors

Elimination of 
existing vendor A

Migration to new 
vendor B

When out of the officeWhen at work When out of the officeWhen at work

Internet

Web/SaaS

Follow existing configurations.

Synchronisation of settings
Vendor A Vendor A

InternetClosed network



Checking the type of licence offered is also a useful 
selection factor. In many cases, multiple functions can be 
used with a single licence if offered as an integrated 
SASE from the outset. On the other hand, if this is not 
the case, the user is forced to add individual licences, 
and there is a r isk that the total cost wi l l  soar.For 
example, as a result of choosing a solution that was 
extended from SWG, which was initially a strong point, to 
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SASE over a long period of time, there are true stories of 
how ‘the licences for each function were different, and 
when the necessary functions were accumulated, the 
cost burden became considerable’ .If it is expected that 
many functions will eventually be integrated in the SASE, 
selecting a vendor that offers all-in-one licences will lead 
to cost savings over the medium to long term.

「「

Unlike perimeter security, which determines ‘where the 
communicat ion came from’ only at the inner/outer 
boundary, in Zero Trust, communications are rigorously 
verified based on a variety of information.There are 
various types of information that can be used to verify 
trustworthiness, but there are currently an increasing 
number of implementation cases where access is granted 
based on information such as ‘what kind of user’ , ‘what 
k ind o f  dev ice  they  a re  us ing ’  and ‘what  k ind o f  
application they are trying to access’ . In other words, a 
zero-trust network can be described as a ‘three-point 
defence network’ that strictly permits access based on 
the trustworthiness of three types of information: users, 
devices and applications.　SASE is an effective solution 
as a means to achieve zero-trust ,  but in order to 
ultimately realise ‘true zero-trust’ , it is essential that the 
t h r e e  ma j o r  s o l u t i o n s  a r e  l o o s e l y  c oup l e d  a nd  
interconnected.

Form of licence provision (discrete or all-in-one)

Consider external collaboration4
POINT

SWG
Web gateway

CASB
SaaS visibility control

FWaaS
Control of non-WEB 
communications

ZTNA
Zero Trust Access

Integrated 
offering 
Vendor

Disparate 
vendors

Basic licence

¥¥¥

Cost-effective packaged licence

¥¥¥

Separate option

¥
Separate option

¥

Vendors who have acquired and integrated functions sequentially may have 
separate licences for each function.
Recently, some vendors have started to offer integrated all-in-one packages.



User 
authentication
(IDaaS)
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Cooperation between the three solutions is very important.

EDR

UEM

Multi-factor 
authentication

Endpoints Network security
(SASE)

Resources to protect

Constant verification 
of threats on terminals Interconnection of threat information

Authentication of users Granting access according 
to authorisation

Management of device 
status

Device
postures

DLP
UEBA

SWG
Prevention of dangerous web access
Advanced threat detection and web 

isolation

CASB
Detailed access control

(e.g. private accounts, DL bans)

ZTNA
Direct connection between users and 

internal apps

External apps
（SaaS）

External web

Internal apps
（DC/IaaS）

Information leak detection
Detection of internal 
unauthorised users

Coordination of internal unauthorised users
Strengthening of authentication when accessing 

confidential data

Confirmation of 
terminal status
(e.g. certificates)

Single sign-on
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The first consideration is the linkage with Identity as a 
serv ice ( IDaaS) ,  i .e .  an in tegrated authent icat ion 
infrastructure, although SASE/SSE provides detailed 
access control based on the identity of 'who can access 
which applications and data', The creation of access 
control policies requires user Identity information as the 
source of transmission. If IDaaS and SASE support 
federation, user and group information can be federated 
and synchronised through a protoco l  ca l led SCIM 
(System for Cross-domain Identity Management), which 
greatly simplifies policy design. This can greatly simplify 
policy design.Some SASE/SSE vendors also provide a 
UEBA function to detect users suspected of internal 
fraud or identity theft. When a suspected high-risk user 
is detected, or when a user accesses highly confidential 
data ,  the IDaaS s ide can be not ified of the user 's 
information and request multi-factor authentication, for 
example, for advanced coordination.
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Integration with user authentication infrastructure

IDaaS SASE/SSE

Linking of user and group information

Linking of internal unauthorised users

Can user and group information be synchronised and linked from 
IDaaS such as Okta/Azure AD to SASE/SSE?

Can information on internal fraudulent users detected by 
SASE/SSE be linked to the IDaaS side?

User
1. xxx@macnica.net
2. yyy@macnica.net
3. zzz@macnica.net

Group
1. Sales
2. SE
3. Operation

User
1. xxx@macnica.net
2. yyy@macnica.net
3. zzz@macnica.net

Group
1. Sales
2. SE
3. Operation
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The next consideration is the integration with endpoint 

secur i ty solut ions. Zero Trust requires a device trust 

perspective, where only healthy devices are allowed access. 

To achieve this, it is necessary to verify in real-time whether 

the terminals are protected by endpoint security products 

such as EDR (Endpoint Detection and Response). This is 

achieved by a function called 'device posture', which is built 

into SASE/SSE. The key here is to link endpoint information 

(OS, version, operating status, risk score, etc.) collected by 

external EDRs, etc. via APIs. It is always worth checking 

whether the SASE/SSE solut ion to be selected can be 

integrated with external endpoint security solutions.The 

rea l i ty is  that The vendors who can cover the ent i re 

ZeroTrust framework is few. Therefore, it is vital to build a 

mult i-vendor ecosystem that is designed to work with 

external products. For example, SASE vendors with a strong 

open orientation, such as Forcepoint, are actively linking 

APIs with external products such as IDaaS and EDR, making 

them a strong option for cases where external integration is 

important.On the other hand, companies with an all-in-one 

orientation may decide to choose a vendor that can provide 

SASE and EDR as a single agent, agent.

▶ SASE/SSE agents possess a 'device posture' function to verify the status of devices
▶ Important to realise dynamic access control based on device status
▶ Whether it is possible to allow access only to trusted terminals in conjunction with external 
EDR/UEM solutions
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Linkage with endpoint security

Conditional access 
functionality

IDaaS SASE/SSE

Allow access only to secure PCs（device trust）

Device posture function

Define managed devices 
under

Real-time device information
 Disk encryption
 Registry key
 Processes
 Files
 Domain participation 
 Client certificates ○
 EDR sensor in operation or not ○
 Version of EDR sensor ○

Authenticat
ion and 

authorisati
on of users

ZTNA

Secure company-supplied terminals

Critical internal 
resources (internal 

servers)

Publicly available 
external resources
(business SaaS)

EDR
Certificate

SASE

Normal terminal

Viewing only

DL is also possible

SASE

CASB



So far, we have discussed SASE/SSE solutions, but one 
major perspective is missing. SASE/SSE solutions are 
basically a system to control the use of PCs and mobile 
devices by using a dedicated agent on them. SASE/SSE 
solutions are basically an access control method whereby 
a dedicated agent is installed on the PC or mobile device 
and communications from the device are forwarded to a 
gateway on the internet. For company-supplied PCs, it 
was easy to install an agent on a managed terminal 
through pre-kitting or MDM. However, installing agents 
on personally-owned terminals brought in for BYOD is 
difficult as a practical matter.Therefore, a new solution 
called 'enterprise browser' is attracting attention as a 
new approach.Many corporate applications are now 
web-enabled and SaaS-enabled and accessed via web 
browsers. Enterprise browsers are corporate versions of 
consumer browsers such as Chrome and Edge with 

ZERO TRUST

BYOD or not ?5
POINT

5 Points to Avoid Regret in SASE Selection（11） 15 / 17

Example configuration using Secure Enterprise Browser of Menlo Security

Okta SaaS

ZTNA Connector On-premises web

addi t ional  management ,  v isua l izat ion,  and contro l  
functions that companies require. Companies can manage 
BYOD devices by simply distributing a dedicated web 

browser or installing extensions to the consumer browser, 
without the need to distribute agent-installed laptops to 
employees.

Web

  Consumer Browser 
（Edge/Chrome etc）

Secure Cloud Browser

Verify user information Network

・Policy management
・Log collection/management
・Access control

No access control required

Sites can be accessed 

directly from the browser

▶ Browser-based control solution, so no agent is 
required.

▶ Fine-grained SaaS/Web control can be implemented 
for all devices, including BYOD devices other than 
company-paid devices..

▶ Restrictions/prohibitions can be imposed on all 
controls on the browser (Copy and paste, download, 
upload, write, watermark, etc.)

▶ Realisation of control over BYOD devices, which was 
difficult to support with SASE/SSE.



SaaS access 
control

○SaaS control is limited◎Last-mile control such as Copy and paste, 
download, upload, write, watermark, etc

Access control 
to internal

◎Can be used for any application
(any protocol)

△Limited to browser and web apps
(http/https communication)

ZERO TRUST

The  SASE/SSE  app roach  i s  a  s t r ong  op t i on  f o r  
environments that are completed solely by employees, 
but in environments where a wide variety of stakeholders 
access the SaaS, such as partner companies, contractors 
and external experts, there may be situations where, 
while allowing SaaS access from private devices through 
BYOD, "We don't want them to use it as they like. We 
don't want important data to be downloaded onto BYOD 
devices." There may be situations where this is the case. 
In such cases, an enterprise browser would be one 
candidate to consider.
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Visualisation and control of SaaS access from BYOD.

Enterprise browser SASE/SSEComparison 
items

BYOD

COPE/COBO

△Limited and difficult to control by reverse 
proxy◎Easy to install with a browser or extension

◎Browser or extension installation for easy 
implementation

○Agent installation required
(Deployment by MDM/UEM)



ZERO TRUST

Conclusion 17 / 17

In this document, we have outlined five key points to 
help in the selection of an appropriate SASE/SSE 
solution. Ensuring the realization of a comprehensive zero 
trust environment requires a well-thought-out roadmap 
that considers SASE/SSE along with IDaaS and EDR 
integrations. Choosing the right solution and partner, like 
Macnica and Netpoleon with extensive experience in zero 
trust core solutions, can provide invaluable support 
throughout the implementation process.

For further assistance, please contact: 
youareimportant@netpoleons.com

Consider whether it is a BYOD terminal 
or a company-paid terminal5

POINT

@Macnica, Inc.

Consider external collaboration4
POINT

Focus on the form of solution delivery3
POINT

Evaluation Criteria: Strengths and 
Weaknesses2

POINT

Understanding the Two Approaches: 
SASE vs. SSE1

POINT
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